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Employee Privacy Notice

About this notice

The Taunton Deane West Primary Care Network (PCN) needs to collect and process staff personal data in order to
function effectively as an organisation. Personal data is processed for a variety of reasons (as set out below) and all
such personal data will be collected and processed in accordance with the requirements of the UK General Data
Protection Regulation (GDPR) and the Data Protection Act 2018.

This notice explains how the PCN collects, uses and shares personal data relating to prospective, current and former
employees, workers, self-employed contractors and consultants, and voluntary workers, (you/your) and your rights
in relation to the processing of your personal data.

In this notice:

e personal data means any data which can identify you directly or indirectly (whether itself or when combined
with other data), regardless of the format or media on which the data are stored. This includes data that can
identify you when combined with other data that is held separately (pseudonymised data) but does not
include data that has been manipulated so that you can no longer be identified from it (anonymous data).
Examples, name, address, date of birth.

e Special Categories of personal data relates to information that is sensitive in nature and could cause harm
to you or your reputation if processed inappropriately. Examples, health related information, criminal
convictions, financial information.

e processing means any activity relating to your personal data including collection, use, alteration, storage,
disclosure and destruction.

Changes to this notice

The PCN may update this notice at any time and may provide you with further notices on specific occasions where
we collect and process personal data about you. You should check this notice regularly to take notice of any changes,
however where any change affects your rights and interests, we will make sure we bring this to your attention and
clearly explain what this means for you.

Questions or comments

If you have any questions or comments regarding this notice or you wish to exercise any of your rights (see below),
you should contact our Data Protection Officer, the Head of Information Governance, by email
at somicb.GPDPO@nhs.net

Who we are and what we do
Taunton Deane PCN includes Wellington Medical Centre and Lister Hoise Surgery in Wiveliscombe

The PCN is committed to ensuring the personal information of its applicants, current staff and previous employees is
handled in accordance with the law.

The PCN is a ‘controller’ in relation to your personal data and is registered as such with the Information
Commissioner’s Office (ICO)

We are registered with the ICO. Our registration numbers are:

+» Wellington Medical Centre 76414129
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Lister House Surgery 06633460

How we collect your personal data

Most of the personal data set out in this notice will have been provided by or observed about you in the course of
the application and recruitment process or during the course of your working relationship with the PCN.

The PCN may sometimes collect personal data about you from third parties including:

your CV from any recruitment agencies that were authorised by you to approach the PCN regarding a
position

references from former employers, colleagues or other relevant parties
information collected as a result of formal background checks, e.g. DBS checks

other relevant information in the public domain

Types of personal data processed

Depending on your role, this notice sets out the types of personal data that the PCN may collect and process about
you, including “special categories of personal data” which are particularly sensitive and require us to take additional
steps to ensure their security and confidentiality.

We will collect and record information such as:

your name, address and contact details, including email address and telephone number, date of birth and
gender;

the terms and conditions of your employment;

details of your qualifications, skills, experience and employment history, including start and end dates, with
previous employers and with the organisation;

information about your remuneration, including entitlement to benefits such as pensions or insurance cover;
details of your bank account and national insurance number;

information about your marital status, next of kin, dependants and emergency contacts;

information about your nationality and entitlement to work in the UK;

information about your criminal record;

details of your schedule (days of work and working hours) and attendance at work;

details of periods of leave taken by you, including holiday, sickness absence, family leave and sabbaticals,
and the reasons for the leave;

details of any disciplinary or grievance procedures in which you have been involved, including any warnings
issued to you and related correspondence;

assessments of your performance, including appraisals, performance reviews and ratings, training you have
participated in, performance improvement plans and related correspondence;

information about medical or health conditions, including whether or not you have a disability for which the
organisation needs to make reasonable adjustments;

details of trade union membership; and

equal opportunities monitoring information, including information about your ethnic origin, sexual
orientation, health and religion or belief.



Your personal information is usually obtained from you directly or from a predecessor organisation under TUPE
arrangements in the first instance. We may also obtain personal information about you from your manager,
referees, relevant Regulatory Bodies, Pensions Service, DBS and Occupational Health.

Personal data provided by you about others

You may provide us with personal data about other individuals, for example, next of kin/emergency contact details
and information about your family circumstances and dependents. You should notify the relevant person that you
are providing their contact details to the PCN as your listed next of kin/emergency contact.

How the PCN uses personal data about you

Depending on your role, the PCN may process personal data (including special categories of personal data) about
you for the following purposes:

e the administration of prospective, current and past employees including employed, self-employed, contract
personnel, temporary staff or voluntary workers

e the recruitment and selection process

e administration of non-PCN staff contracted to provide services on behalf of the PCN
e the administration of payroll services

e planning and management of the PCN’s workload or business activity

e occupational health service

e pensions administration

e disciplinary matters, staff disputes, employment tribunals

e staff training and development

e usernames and log-ons to various internal and external sites and databases
e ensuring staff are appropriately supported in their roles

e vetting checks

e assessing the PCN’s performance against equality objectives as set out by the Equality Act 2010

e managing relationships effectively, lawfully and appropriately

e the provision of information to government departments or other bodies in order to meet our legal
obligations, e.g. Inland Revenue, Nursing & Midwifery Council

e managing a safe environment and ensuring fitness for work
e providing information to potential purchasers of the organisation, or part of the organisation (TUPE)
e for the prevention and detection of crime
e provision of well being and support service
e for sending communications around staff engagement and organisational updates
Reporting

We extract various reports using ESR to enable the organisation to support and manage its staff. This information
also feeds into relevant working groups and committees and annual reports.

We are regularly audited by internal and external audit who will request a sample of records to ensure we are
following national legislation and local processes and policies


https://www.legislation.gov.uk/ukpga/2010/15/contents

We have to report nationally on a number of mandatory requirements including the Workforce Race Equality
Standard and Office for National Statistics. All information is anonymised

Lawful grounds for processing your personal data

We will only use your personal data when we are permitted to do so by law. Most commonly, we will use your
personal data:

e to perform a contract the PCN has entered into with you or take steps before entering into a contract with
you at your request (for example, your employment contract or contract for services)

e to comply with the PCN’s legal obligations (for example, complying with employment and tax, immigration,
health and safety and safeguarding laws, preventing and detecting crime, assisting the police and other
authorities with their investigations)

e where necessary for our legitimate interests or those of a third party provided your interests and rights do
not override those interests (for example, evaluating the suitability of a candidate for a role or defending
employment claims brought by you)

e to protect your vital interests or those of another person (for example, where we know or have reason to
believe that you or another person may suffer harm)

e to carry out the obligations and specific rights of the PCN or employee in the field of employment and social
security and social protection

o for establishment, exercise and defence of legal claims

e for preventative and occupational medication (for example, assessment of the working capacity of an
employee)

In circumstances where you have a genuine choice as to whether we should process your personal data, we will ask
you for your consent. The method used to obtain your consent will depend on the scope and context of the
processing that we propose.

In relation to special categories of personal data, we may request your explicit consent unless a condition applies
which allows us to process such personal data without doing so.

Sharing your personal data

Where the PCN has lawful grounds for doing so, the PCN may share your personal data with the following third
parties in connection with your employment contract.

We may share with:

Who we share with Reason Website

Disclosure & Barring Service DBS checking www.gov.uk/government/organisations/disclosure-anc

(DBS) service

Avon LMC Registered Umbrella Body: DBS https://avonimc.co.uk/

application service

HMRC Taxation https://www.gov.uk/government/organisations/hm-re
customs

NHS Pensions Pension Service www.nhsbsa.nhs.uk/nhs-pensions

ePay Payroll Provider https://www.myepaywindow

NHS Resolution https://resolution.nhs.uk/



http://www.gov.uk/government/organisations/disclosure-and-barring-service
http://www.gov.uk/government/organisations/disclosure-and-barring-service
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Favonlmc.co.uk%2F&data=05%7C02%7Cmaria.chapman6%40nhs.net%7C4c17b7fd0cc747dac9dc08de49d9dabe%7C37c354b285b047f5b22207b48d774ee3%7C0%7C0%7C639029397197082781%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=H7R8JeQYQUHB1aWnBcHdLPs5czbCICMM5IOsNZ1Wmz4%3D&reserved=0
https://www.gov.uk/government/organisations/hm-revenue-customs
https://www.gov.uk/government/organisations/hm-revenue-customs
http://www.nhsbsa.nhs.uk/nhs-pensions
https://www.myepaywindow.com/Dashboard
https://resolution.nhs.uk/

We may also share anonymised information that could contain parts of your employment record. We can only do
this if the information cannot be linked back to you.

We will not sell your information or use your information for marketing purposes.

At times it is necessary to access records for investigation purposes due to complaints or concerns. In these
scenarios we may share your information with our solicitors and professional bodies in addition to:

NHS Counter Fraud Authority

General Medical Council, Regents Place, 350 Euston Road, London, NW1 3JN

Nursing and Midwifery Council, 23 Portland Place, London, W18 1PZ

Health and Care Professional Council, Park House,184 Kennington Park Road, London, SE11 4BU
Data Processors

Where the PCN uses third parties to process personal data on its behalf (acting as data processors), a written
contract will be put in place to ensure that any personal data shared will be held in accordance with the
requirements of data protection law and that such data processors have appropriate security measures in place in
relation to your personal data.

Our main Data Processors are:
e Avon LMC (DBS)

e ePay (Payroll services)

With the following data processors, minimal information is processed about you, usually just a name and email
address for communication and/or log-on purposes:

e South West CSU (IT services,)
e NHSmail (Email, Office 365, Sharepoint & Teams)
e Teamnet (Digital communication platform for newsletters, staff comms and public campaigns)

These organisations are under contract with the PCN as a data processor and will process your data in strict
accordance with guidance.

Please note that we may need to share your personal information with a regulator or to otherwise comply with
the law, and the list above is not necessarily exhaustive.

Where your personal data is stored

Most personal data about you, including your personnel file, will be stored locally on servers that are maintained by
our IT providers.

However, some personal data that the PCN processes about you may be accessed from, transferred to, or stored
elsewhere in the UK; within the European Economic Area (EEA) or a country or territory outside of the EEA. The PCN
will only transfer your personal data outside of the EEA:

e to acountry or territory that has been determined as providing an adequate level of protection for your
personal data.

e where the transfer is subject to one or more appropriate safeguards prescribed by law, including the
standard contractual clauses approved by the European Commission.

e if the transfer is otherwise permitted by law or where you have given your explicit consent.

How the PCN keeps your personal data secure


https://cfa.nhs.uk/
https://www.gmc-uk.org/
http://www.nmc.org.uk/
https://www.hcpc-uk.org/

The PCN has put in place appropriate technical and organisational security measures to prevent your personal data
from being accidentally lost, used or accessed in any unauthorised way or altered or disclosed. In addition, the PCN
limits access to your personal data to the persons and organisations, including those described above, who have a
lawful and legitimate need to access it.

Our organisation uses computers, laptops and smart phones. All devices are fully encrypted, require a passcode or
password to access and access can be removed at anytime.

All devices have virus scanning software and the latest updates to stop malicious software.
We also use a secure network and do not transmit any staff information unless it is protected by encryption.
Keeping your information confidential is our top priority. We will only access your records with a legitimate interest.

All information will be kept on an electronic personal file and a secure HR system called ESR. Access is restricted and
all users have a unique audit trail to track who accesses any information and when.

ESR is managed and processed by IBM.
The PCN and the NHS ESR Team (part of NHS Business Services Authority) are the data controllers.

The PCN has also put in place procedures to deal with any suspected personal data security breach and will notify
you and any applicable regulator of a suspected breach where legally required to do so.

How long the PCN will retain your personal data

The PCN must only to retain your personal data for as long as necessary to fulfil the purposes for which it was
collected and to satisfy any legal, regulatory, accounting or reporting requirements.

We adhere to the Records Management Code of Practice 2021which sets out what people working with or in NHS
organisations in England need to do to manage records correctly.

Appendix 3 of the Code contains the detailed retention schedules. It sets out how long records should be retained,
either due to their ongoing administrative value or as a result of statutory requirement.

NHS England: Records management code of practice

As per the retention schedule linked to above, all relevant information in relation to your employment or
engagement will be held by Human Resources and retained for six years after you have left the PCN or your
engagement has ceased, after which time it will be summarised, the main file destroyed, and then held until your
75th birthday.

In some cases, the PCN may anonymise your personal data so that it can no longer be identified with you, in which
case the PCN may retain such data indefinitely.

If notice of a claim or Pre-Action or Early Conciliation correspondence is received, then we may retain and process
relevant personal data to defend the claim for the duration of the proceedings. Whilst we may dispose of any
personal data after the conclusion of the claim, please be aware that all litigation documents disclosed or evidence
given may be a matter of public record.

NHS Mail

Employees’ (and sometimes independent consultants and contractors’) work contact details will be publicly available
via the NHSmail system. This will include name, job title, work address, email address and telephone number. This
information is classified as ‘public’.

IT Services

IT services for staff are provided by a third party. This requires the PCN to disclose some personal data (name and
email address) to this third party.


https://transform.england.nhs.uk/information-governance/guidance/records-management-code/

Staff using the service are also subject to the third party’s terms of use and privacy policy and are notified of these
terms when issued with their account.

Staff email addresses are issued and used for communicating about PCN business. You may give further consent for
your email address to be used for other purposes during your time here, e.g. joining a specific mailing list.

Your responsibilities

You must ensure that any personal data collected and processed by you in the course of performing your duties and
obligations is held in accordance with the PCN’s suite of Information Governance policies.

Members of staff are able to access, amend or notify the PCN of any changes to their contact details via the ESR
system. It is important the PCN has an accurate record of staff details in case there is a need to make contact with
staff in emergency circumstances.

Your rights
You have a number of rights in relation to the processing of your personal data by the PCN:

e Access: You have the right to request access to and be provided with a copy of the personal data held about
you together with certain information about the processing of such personal data to check that the PCN is
processing it lawfully and fairly.

e Correction: You have the right to request correction of any inaccurate or incomplete personal data held
about you.

e Deletion: You have the right to request erasure of any personal data held about you where there is no good
reason for the PCN to continue processing it or where you have exercised your right to object to the
processing of your personal data.

e Restriction: You have the right to request restriction of how the PCN processes your personal data; for
example, to confirm its accuracy or the PCN’s reasons for holding it or as an alternative to its erasure.

e Objection: You have the right to object to the PCN’s processing of any personal data which is based on the
legitimate interests of the PCN or those of a third party based on your particular circumstances.

e Portability: You have the right to receive or request that the PCN transfers a copy of your personal data in an
electronic format where the basis of the PCN processing such personal data is your consent or the
performance of a contract, and the information is processed by automated means.

e Complaints: You have the right to complain to the Information Commissioner’s Office (ICO) or any other EU
supervisory authority in relation to how the PCN processes your personal data.

To exercise any of these rights you must contact the PCN’s Data Protection Officer (DPO) in the first instance, contact
details are provided throughout this notice. The PCN may be entitled to refuse any request in certain circumstances
and where this is the case, you will be notified accordingly.

Where the lawful ground relied upon by the PCN to process any of your personal data is your consent, you have the
right to withdraw such consent at any time without having to give any reason. However, if you do so, the PCN may
not be able to provide some or all of its services to you or the provision of those services may be affected.

You will not have to pay any fee to exercise any of the above rights, though the PCN may charge a reasonable fee or
refuse to comply with your request if any request is clearly unfounded or excessive. Where this is the case, you will
be notified accordingly.

To protect the confidentiality of your personal data the PCN may ask you to verify your identity before fulfilling any
request in relation to your personal data.

Raising concerns


https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/
https://ico.org.uk/for-organisations/intelligence-services-processing/individual-rights/#rectification
https://ico.org.uk/for-organisations/intelligence-services-processing/individual-rights/#erasure
https://ico.org.uk/for-organisations/intelligence-services-processing/individual-rights/#object
https://ico.org.uk/for-organisations/intelligence-services-processing/individual-rights/#object
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/individual-rights/individual-rights/right-to-data-portability/
https://ico.org.uk/make-a-complaint/
https://ec.europa.eu/justice/article-29/structure/data-protection-authorities/index_en.htm
https://ec.europa.eu/justice/article-29/structure/data-protection-authorities/index_en.htm

If you are concerned about the way we are handling your information or wish to make a complaint please contact
Data Protection Officer (DPO), via email on somich.GPDPO@nhs.net

If the issue cannot be resolved by our organisation, you have the right to report it to the Information Commissioners
Office on the details below who are independent.

Website: www.ico.org.uk/concerns/
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http://www.ico.org.uk/concerns/

